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1. Introductions

1.1 System Description

IS-RG528 Series 28-port Managed switches deliver high quality, wide operating temperature range,
extended power input range, IP-30 design, and advanced VLAN & QoS features. It's ideal for harsh
environments and mission critical applications.

IS-RG528 Series Managed switches provides enterprise-class networking features to fulfill the
needs of large network infrastructure and extreme environments.

IS-RG528 Series Managed switches ease the effort to build a network infrastructure which offers a
reliable, well managed and good QoS networking for any business requiring continuous and
well-protected services in industrial environments. With the features such as I.A. Ring & Chain,
Ethernet OAM, IEEE 1588v2 / Sync-E and QoS, customers can ensure their network is qualified to
deliver any real-time and high quality applications.

1.2 Using the Web Interface

The object of this document “IS-RG528 Series Web Configuration Tool Guide” is to address the web
feature, design layout and descript how to use the web interface.

1.2.1 Web Browser Support

IE 7 (or newer version) with the following default settings is recommended:

Language script Latin based

Web page font Times New Roman
Plain text font Courier New
Encoding Unicode (UTF-8)
Text size Medium

Firefox with the following default settings is recommended:

Web page font Times New Roman
Encoding Unicode (UTF-8)
Text size 16
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Google Chrome with the following default settings is recommended:

Web page font Times New Roman
Encoding Unicode (UTF-8)
Text size Medium

1.2.2 Navigation

All main screens of the web interface can be reached by clicking on hyperlinks in the four menu

boxes on the left side of the screen:

» Status - Display statistics, status, and contents of memory.

» Configuration - Configure the system, interfaces, and filters.

» System - Display system information, download firmware, back up configurations, and modify
users.

You can find the detailed information in section 2.2 Tree View.

1.2.3 Title Bar Icons

IS-RG528-A Industrial Ethernet Switch s :

~ Configuration Monitor / Front Panel e
® Link Aggregation
¥ 802 1x Authentication
® Interface VLAN
® Static Route
» Port Configuration
" l.A. Ring & Chain
F VLAN
» MAC Leaming & Forwarding
} Spanning Tree Protocol (STP)

10 12

OO0 OO00 D000

SILILIL LI LICILIL

¥ Palicer
» ACL
» Shaper
» Queue & Scheduler
¥ Storm Control
» IGMP
~ Monitor
* Front Panel
= Alarm/Event
" Fdb
" Giga Port Statistics
" RMON
" Users
" l.A. Ring & Chain Status
P 802.1x
P IGMP
¥ Maintenance

Help Button 9

For more information about any screen, click on the Help button on the screen.
Help information is displayed in the same window.
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Save Button ﬁ

If any unsaved change has been made to the configuration (by you during this or a prior session, or
by any other administrator using the web interface or the Command Line Interface), a Save icon
appears in the title line. To save the running configuration to the startup configuration:
1. Click on the Save icon. The System/Save and Restore screen appears.
2. Click on Submit next to Data Control Action drop-down list on top of System/Save and
Restore screen.

1.2.4 Ending a Session

To end a session, close your web browser. This prevents an unauthorized user from accessing the
system using your user name and password.

1.3 Using the Online Help

Each screen has a G Help button that invokes a page of information relevant to the particular

screen. The Help is displayed in a new window.
Each web page of Configuration/Status/System functions has a corresponding help page.
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2.1 Login

Username:

Password:

Signin

13-RG528-A Web Interface Login

Operation 1. Fill Username and Password
2. Click “Sign in”

Field Description

Username Login user name. The maximum length is 32.
Default: admin

Password Login user password. The maximum length is 32.
Default: admin




2.2 Tree View

The tree view is a menu of the web. It offers user quickly to get the page for expected data or

configuration.

2.2.1 Configuration Menu

¥ Configuration

4

. . . . . . . R B |

4

Link Aggregation

802 1x Authentication
Interface WVLAM

Static Route

Port Configuration

I.A. Ring & Chain

VLAN

MAC Learning & Forwarding
Spanning Tree Protocol (STP)
Policer

ACL

Shaper

Queue & Scheduler

Storm Control

IGMP

* Monitor
* Maintenance

2.2.2 Monitor Menu

b

-

4

Configuration

Manitor

* Front Panel
Alarm/Event
Fdb
Giga Port Statistics

RMON

Use
|.A_ Ring & Chain Status
802 _1x
IGMP
Maintenance
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2.2.3 Maintenance Menu

¥ Configuration

* Monitor

* Maintenance
Restart
Save & Restore
Firmware
Alarm Profile

CLI Options
HTTP(HTTPS)

S8L

SHTP

Syslo g

User Administration
SHMP
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2.3 Configuration

2.3.1 Link Aggregation

Configuration / Link Aggregation

Previous Command Result: Mormal

(Mote: Trunk Group 1, 2, CANNOT take the same member port to each other; Max 4 member ports in a Trunk Group.)

Trunk Group 1 Disahled - Modify
Member Port
Select Member Port
GE-1 GE-2 GE-3 GE4 GE-5 GE-6 GE-7 GE-8 GE-9 GE-10

GE-1 GE-12 GE-13 GE-14 GE-15 GE-16 GE7 GE-18 GE-19 GE-20

GE-21 GE-22 GE-23 GE-24 GE-25 GE-26 GE-27 GE-28

Trunk Group 2 Disahled - Modify

Member Port

Select Member Port

GEA1 GE-2 GE-3 GE4 GE-5 GE-& GE-7 GE-8 GE-9 GE-10

GE-1 GE-12 GE-13 GE-14 GE-15 GE-16 GE-17 GE-18 GE-19 GE-20

GE-21 GE-22 GE-23 GE-24 GE-25 GE-26 GE-27 GE-28

Operation Modify:
1. Select port with check box from GE-1 ~ GE-xx (xx = 10~28).
2. Click Modify button.

Field Description

Trunk Group Trunk Group number.

10
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Note:

Trunk Group 1 & 2 CANNOT take the member port that is
already assigned to another Trunk Group; Max 4 member ports in a Trunk Group.

Otherwise, the modification would be failed.

Member Port

Display current member port of Trunk Group.

Mode

To enable/disable Link Aggregation for Trunk Group.

GE-1~GE-xx (xx=10~28)

To select member ports for Trunk Group. If Link Aggregation mode is disabled,
then the member port would be cleared, that represents no member port is assigned

to Trunk Group.

2.3.2 802.1x Authentication

2.3.2.1 RADIUS Setting

Configuration / 802.1x / RADIUS Setting

Modify

Previous Command Result: Mormal

Server IP 0 o .0

Auth Port 1812

Secret Key

Operation Modify:
1. Modify Server IP, Authentication Port and Secret Key fields.
2. Click "Modify" button to apply change.

Field Description

Server IP The IP address of RADIUS server.

Allow IPv4 address. 0.0.0.0 means disable RADIUS.
Default is 0.0.0.0.

11
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Auth Port The UDP port of RADIUS server for authentication.
Range 1~65535.
Default is 1812.

Secret Key The key to be used between RADIUS server and Authenticator.
Range 0~16 chars.

Default is empty string.

2.3.2.2 PAE Port Authentication

Configuration / 802.1x / PAE Port Authentication

Previous Command Result: Normal

System AuthContrel | Disabled - Modify
Modify
Fos B UL ;:ifd P;?:dfec} Pe:?;:;;ec} Peril;{sec} Timiiﬂit){-sec} Tims::)r:f{;e{:} R:llqi:;st
1 Fore Avthorlzed » | Disabled - [ 2600 &0 a0 an 0 2
2 Fore Avthorlzed « | Disabled - [ 2600 &0 a0 an 0 2
3 Fore Avthorlzed « | Disabled - [ 2600 &0 a0 an 0 2
4 | Force_Awthorized | Disabled « | 3600 &0 a0 an 0 2
5 Fore Avthorlzed | Disabled - [ 2600 &0 a0 an 0 2
G Fore Avthorlzed | Disabled - [ 2600 &0 a0 an 0 2
7 Fore Avthorlzed | Disabled - [ 2600 &0 a0 an 0 2
g8 Fore Avthorlzed | Disabled - [ 2600 &0 a0 an 0 2
a Fore Avthorlzed | Disabled - [ 2600 &0 a0 an 0 2
10 | Forcr_Awthorized | Disabled - | 3600 &0 a0 an 0 2
M| Fore Authordzed « | Disabled » | 3500 &0 a0 an 0 2
12 | Forcr_Awthorized | Disabled - | 3600 &0 a0 an 0 2
Operation Modify System Auth. Control:

1. Select System Auth. Control.
2. Click "Modify" button to apply change.

Modify PAE Port Authentication:

1. Update below fields.
2. Check up the port(s) to be changed.

Click "Modify" button to modify PAE Port Authentication options.

12
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Field

Description

System AuthControl

Enable/Disable system 802.1x authentication function.

Default value is Disabled.

Port

PAE port: 1 ~ MAX Number of Port.

Auth Control

The authentication type of PAE port.
Allow Force_Unauthorized/Force_Authorized/Auto.

Default is Force_Authorized.

ReAuth Enabled

Enable/Disable re-authenticate of PAE port.

Default is Disable.

ReAuth Period

The period of re-authenticant of PAE port.
Range 1~3600 sec.
Default is 3600 sec.

Quiet Period The quiet period of PAE port.
Range 1~255 sec.
Default is 60 sec.
Tx Period The timeout of authenticator waiting for EAP-Response/ Identity from supplication of

PAE port.
Range 1~255 sec.

Default is 30 sec.

Supp. Timeout

The timeout of authenticator wait for EAP-Response (exclude EAP-Request/Identify)
after sending EAP-Request.
Range 1~255 sec.

Default is 30 sec.

Server Timeout

The timeout time of Authenticator wait Access-Challenge/ Access-Accept/
Access-Reject after sending Access-Request.
Range 1~255 sec.

Default is 30 sec.

Max Request

The max times of backend Authenticator send EAP-Request to supplicant before
restarting the authentication process.
Range 1~10.

Default is 2.

13
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2.3.3 Interface VLAN

Configuration / Interface VLAN

Previous Command Result: Mormal

CreateNew| VID:

IP Address: 0 Y Y .0
Metmask: 0 .0 Y Y

Modify || Delete
ViD IP Address Netmask Mac Address
1 192 168 .0 1] 255 0255 0255 .0 00:11:22:33:44:55
Operation Create:

1. Fill VID, IP Address and Netmask

2. Click "Create New" button to create Interface VLAN.
Delete:

1. Multi-select a row data in Interface VLAN table.

2. Click "Delete" button to delete Interface VLAN.

Field Description

VID The identity for the RIP Interface.
Range 1~4094.
1st RIP interface VLAN always exist for VLAN 1. (Only support set can't be deleted)

IP Address IP address for the vlan interface.
Range 0~255.

Default value is 0.

Netmask Network subnet mask for the VLAN interface.
Range 0~255.

Default value is 0.

Mac Address MAC address for the VLAN interface.

Readonly.

14
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2.3.4 Static Route

Configuration / Static Route
Previous Command Result: Mormal
Default Gateway (0 .0 .0 .0 Modify
Create MNew | Destination:
Metmask:
Gateway:
Delete |
| |Index| Destination Netmask Gateway
Operation Modify:

Click "Modify" button to apply new gateway.

Create:

1. Fill Destination, Netmask and Gateway.

2. Click "Create New" button to create one static route.
Delete:

1. Select static route entry(s).

2. Click "Delete" button to delete selection.

Field Description

Default Gateway Input default gateway IP address for management and Layer3 VLAN interface routing
Destination Destination network address of static route.

Netmask Network subnet mask for the route.

Gateway Next hop IP address for the destination network.

Index The index of the static route.

15
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2.3.5.1 Bridge Port

Configuration / Bridge Port

Modify || Refresh

Previous Command Result: Mormal
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Port | PVID DE:fﬂl:I“ Accept
Priority Frame Type
GE1 |1 ] - | al -
GE-2 |1 0 - | all -
GE-3 |1 0 - | Al -
GE-4 |1 0 - | all -
GES |1 0 - | all -
GE6 |1 ] - | al -
GE-T |1 0 - | all hd
GE-8 |1 0 - | Al -
GE-9 |1 1] - | Al -
GE-10 |1 0 - | all -
GE-11 |1 0 - [ Al -
GE-12 |1 0 - | all -
GE-13 |1 0 - | all -
Operation Modify:
1. Enter or select row by checking up check box.
2. Modify the configuration
3. Press “Modify” button to apply modification.
Refresh:
1. Click “Refresh” button to get current data.
Field Description
Port Bridge port number

16
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PVID Value: 1~4094.

Default value is 1.
Default Default Priority value: 0~7.
Priority Default is 0.

Accept Frame Type

Type: All/ OnlyVlanTagged/ Only Untagged.

Default is All.

Max MAC Limit

Range: Enabled/ Disabled.

Default is Disabled.

Max MAC

Range: 0~32.

Default is 8.

2.3.5.2 Giga Port

Configuration /Giga Port

Modify ||  Refresh

Previous Command Result: Mormal

Port |Admin Status| Link Mode Link Status c’;?:;l

GE-1 | Enakled - Lo -~ |Copper / 1000Mbps Full-Duplex Disabled -
GE-2 | Enghled - Lo = |Link Down Disabled -
GE-3 | Enakled - Auto = |Link Down Disabled -
GE-4 | Enakled - At - [Link Down Dizabled
GE-5 | Enakled - At - [Link Down Dizabled
GE-6 | Enakled = At = [Link Down Dizahled -
GE-7 | Enakled - At = [Link Down Dizabled
GE-8 | Enakled - At = [Link Down Dizabled
GE-9 | Enakled - Lt - [Link Down Dizabled -
GE-10| Enakled Lt - [Link Down Dizabled -
GE-11| Enakled Lt - [Link Down Dizabled -
GE-12| Enabled - Lo = |Link Down Disabled -
GE-13| Enakled - Auto = |Link Down Disabled -
GE-14| Enahled - At - [Link Down Dizabled

17
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Operation

Modify:
1. Select a row item to selected
2. Set or select the following fields.

3. Click "Modify" button to modify.

Field

Description

Port

GE-1~ MAX Number of Port.

Admin Status

Enabled/Disabled, default=Enabled.

Link Mode

Configuration for Link Mode: Auto (default is Auto)
10Mbps Half/Full Duplex

100Mbps Half/Full Duplex

1000Mbps Full Duplex

2500Mbps Full Duplex (only in some model)

Link Status

Display Link type and speed
Possible Type: Copper/ SFP
Possible Status:

10Mbps Half-Duplex or Full-Duplex
100Mbps Half-Duplex or Full-Duplex
1000Mbps Full-Duplex

2500Mbps Full-Duplex (only in some model)

Copper/ SFP Priority

Only some model supports Copper/SFP combo port, default is SFP first.

Flow Control

Range: Enabled/Disabled, default=Disabled.

18
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Configuration / Port Isolation

Previous Command Result: Normal

Pot:  GE1 ~ | Medify |

GE-1 GE-2 GE-3 GE4 GE-5 GE-6 GE-T GE-8 GE-9 GE-10
- M M M M M M M M M
GE-11 GE-12 GE-13 GE-14 GE-15 GE-16 GEAT GE-18 GE-19 GE-20
M M M M M M M M M M

GE-21 GE-22 GE-23 GE-24 GE-25 GE-26 GE-27 GE-28

M M

M

M

M

M

M

M

Port Isolation-Modify

19
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Configuration / Port Isolation-Modify

Source Pu

g
.
S
2
.
:

| mepy || cancel

Y :Enable Port Isolation
N:Disable Port Isolation

== Not permit setting(lsolation port is the same as source port).

20
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Operation Modify:
Click “Modify” button to open modification page.
Port Isolation - Modify:
1. Click “Disable All”, "Enable All” or click on (Y/N/-) to change isolation setting by port.
2. Click “Apply” to apply change or Press “Cancel” to cancel and go back to main page
of Isolation.
Field Description

Source Port

GE-1 ~ MAX Number of Port.

Isolation Port

Option: Y/ N/ -.
Y: Isolation is true
N: Isolation is false

-: Not permit setting (Isolation port is the same as source port)

Disable All Disable Isolation to all ports
Enable All Enable Isolation to all ports
Apply Apply setting data.

Cancel Cancel setting data.

21




2.3.5.4. Jumbo

Frame

Modify

Configuration / Jumbo Frame

Previous Command Result: Mormal

Jumbo Frame

Diizabled -

EnabledDisabled, default=Disabled

ISON.
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Size 1536 bytes, default=1536
Operation Modify:

1. Modify the configuration.

2. Click “Modify” button to apply change.
Field Description

Jumbo Frame

Option: Enabled/ Disabled,

Default is Disabled.

Size

Range: 1536~9000 bytes,

Default is 1536 bytes.

2.3.5.5 Port Mirror

Modify

Configuration / Port Mirror

Previous Command Result: Mormal

Port Mirror

Dizabled

Monitored Port

3E-1

Tx Analyzer Port

GE-1

Rx Analyzer Port

5E-1

22
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Operation Modify:
1. Modify the configuration
2. Click “Modify” button to apply change
Field Description
Port Mirror Enable/Disable Port Mirror function, default is Disabled.

Monitored Port

Value range is GE-1 ~ Port MAX Number, default is GE-1.

Port to be monitored.

Tx Analyzer Port

Value range is GE-1 ~ Port MAX Number, default is GE-1.

It monitors 'out' packet of monitored port.

Rx Analyzer Port

Value range is GE-1 ~ Port MAX Number, default is GE-1.

It monitors 'in' packet of monitored port.

23
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configure it.

Group 1 - this group supports configuration of ring.

Configuration / |.LA. Ring & Chain
Previous Command Result: Normal
Modify
Group Mode Role Ring Port(s)
Forward Port
1 Disabled ing(Sl ot T
Ba Ring(Slave) Forward Port
GE-2 -
Forward Port
2 Disabied ing(Sla Gt T
sa Ring(Skve) Forward Port
GE-4 -
Mernber Port
3 Disabled Chain (Memnber Gt M
ba (Membe) Meraker Port
GE-2 -
Operation Modify:
1. Modify the configuration
Press “Modify” button to apply change.
Field Description
Group The group index. This parameter is used for easy identifying the ring when user

Group 2 - this group supports configuration of ring, coupling and dual-homing.

Group 3 - this group supports configuration of chain and balancing-chain.

24
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Mode

Enable Ring on the specific group.

# When Group 1 or 2 is enabled:
All configuration of Group 3 will be reset to default.
Group 3 all configuration options will be locked.
# To configure Group 3:
Both Groupl and 2 should be disabled first.
When Group 3 is enabled, all configuration of Groupl and 2 will be reset to
default.
Group 1 and 2 all configuration options will be locked.

Role

Configure the Ring group on this switch as specific role.

# Group 1 - support option of ring-master and ring-slave.
Ring - it could be master or slave.

# Group 2 - support configuration of the ring, coupling and dual-homing.
Ring - it could be master or slave.
Coupling - it could be primary or backup.
Dual-Homing

# Group 3 - support configuration of the chain and balancing-chain.
Chain - it could be head, tail or member.
Balancing Chain - it could be central-block, terminal-1/2 or member.

Note 1 - Group 1 must be enabled before enable Group 2 to coupling.

Note 2 - When Group 1 or 2 is enabled, the configuration of Group 3 will be
disabled.

Note 3 - When Group 3 is enabled, the configuration of Group 1 and 2 will be
disabled.

25
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Ring Port(s)

Selecting ring port(s).
Each ring port must be unique, CANNOT be configured in different groups; 2 ring
ports between ring/chain CANNOT be the same.

# When role is ring/master:

One ring port is forward port and another is block port.

The block port is redundant port; it is blocking port in normal state.
# When role is ring/slave:

Both ring ports are forward port.
# When role is coupling/primary:

Only need one ring port named primary port.
# When role is coupling/backup:

Only need one ring port named backup port.

This backup port is redundant port; it is blocking port in normal state.
# When role is dual-homing:

One ring port is primary port and another is backup port.

This backup port is redundant port; it is blocking port in normal state.
# When role is chain/head:

One ring port is member port and another is head port.

Both ring ports are forwarding port in normal state.
# When role is chain/tail:

One ring port is member port and another is tail port.

The tail port is redundant port; it is blocking port in normal state.
# When role is chain/member:

Both ring ports are member port.

Both ring ports are forwarding port in normal state.
# When role is balancing-chain/central-block:

One ring port is member port and another is block port.

The block port is redundant port; it is blocking port in normal state.
# When role is balancing-chain/terminal-1/2:

One ring port is member port and another is terminal port.

Both ring ports are forwarding port in normal state.

# When role is balancing-chain/member:

Both ring ports are member port.

Both ring ports are forwarding port in normal state.
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2.3.6 VLAN
2.3.6.1 Static VLAN

Configuration / VLAN
VID: | Geful) + | Refiesh || Modfy ||  Delete

Previous Command Result: Normal

Create New VLAN

Configuration / VLAN - Create

VID MName

[ Set All Ports to None H Set All Ports to Tagged H Set All Ports to Untagged ]
ey [| Cancel |

T: Tagged

U: untagged

= -Mane
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Modify VLAN

Configuration / VLAN - Modify

VID |1 Name default
Port 1 ~10
GE-1 GE-2 GE-3 GE4 GE-5 GE-6 GE-T GE-8 GE-9 GE-10
U u U U U U U U U u
Port 11 ~ 20
GE-1 GE-12 GE-13 GE-14 GE-15 GE-16 GE-17 GE-18 GE-19 GE-20
u u U U U U u u u u
Port 21 ~ 28
GE-21 GE-22 GE-23 GE-24 GE-25 GE-26 GE-27 GE-28
U U U U U U U U
| Set All Ports to None ‘ | Set All Ports to Tagged | | Set All Ports to Untagged
| Apply | | Cancel |
T: Tagged
U: Untagged
- lane
Operation Create New:

1. Click “Create New” button to open “Create New” page.

2. Set VID and Name.

3. Click fields to change status.

4. Click “Apply” button to create, or click “Cancel” button to cancel.
Modify:

1. Click “Modify” button to open “Modify” page.

2.  Modify Name.

3. Click “Apply” button to modify, click “Cancel” button to cancel.
Delete:

1. Choice VLANSs checkbox to select.

2. Click “Delete” to delete all selected VLANS.

Refresh:

1. Click “Refresh” button to get current data.
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Field Description
VID Value: 1~4094.

Default value is 1.
Name Range:0~32 characters
Tagged Range: T/ U/ -.

T: Tagged

U: Untagged

- 2 None (not join this VLAN)

Set All Ports to None

Set all ports to None (no port join this VLAN)

Set All Ports to Tagged

Set all ports join the VLAN as Tagged. T

Set All Ports to

Untagged

Set all ports join the VLAN as Untagged. U

2.3.6.2 Protocol Based VLAN

| Create New |

Configuration / Protocol Based VLAN

Port. GE-1 = SWLAN: S-Prio:

Ether Type: PFPoE Discovery Stage (386 -

| Delete |

Previous Command Result: Mormal

[ Index Port

Ether Type SVLAN 5-Prio
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Operation

Create New:

1. Click "Create New" button to Create New page.

2. Set Port and Ether Type, input SVLAN and S-Prio.
3. Click Create New button. (Max entry: 10.)

Delete:

1. Select Index with check box.

Click "Delete" button to delete data.

Field

Description

Index

Index 1~10.

Port

Protocol-base VLAN config port number, Port range:1 ~ MAX Number of Port.

Ether Type

Select Ether Type:

1. PPPoE Discovery Stage (0x8863).

2. PPPoOE Session Stage (0x8864).

3. Internet Protocol (0x0800).

4. Address Resolution Protocol (ARP) (0x0806).
5. Others (input ether type), Range 0000~FFFF.

SVLAN

Service VLAN ID, Range 1 ~ 4094

S-Prio

CoS of SVLAN: 0~7, 8:reserve
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2.3.6.3 VLAN Translation

®

Configuration / VLAN Translation

Create Mew Port: GE1 - CWVLAMN: C-Prio:

SWLAM: S-Prio: [WVLAM Mode always Replaced M:1

]

Previous Command Result: Mormal

| |index| Port | CVLAN

C-Prio SVLAN 5-Prio VLAN Mode

Operation Create:
1. Select Port, fill CVLAN, C-Prio, SVLAN and S-Prio.
2. Click "Create New" button to create new entry. Click Delete button to delete
selected entry(s).
Field Description
Index Index 1~10, max entry number: 10.
VLAN translation port number:
Port
GE-1 ~ MAX Number of Port.
Customer VLAN ID:
CVLAN
Range: 1 ~ 4094
CoS of CVLAN:
C-Prio
Range: 0~7, 8: reserve
Service VLAN ID:
SVLAN
Range: 1 ~ 4094
CoS of SVLAN:
S-Prio
Range: 0~7, 8: reserve
Currently only supports:
VLAN Mode

Replaced N to 1.
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2.3.6.4 VLAN Stacking

Configuration / VLAN Stacking
Modify

Previous Command Result: Mormal

Ext-TPID:0xx 8100 (0x1 to Dxfff)
Port VLAN Stacking
GE-1 Disabled =
GE-2 Dizabled -
GE-3 Dizabled -
GE-4 Dizabled -
GE-5 Dizabled =
GE-G Dizabled
GE-7 Dizabled
GE-8 Dizabled
GE-9 Dizabled =
GE-10 Dizabled =
GE-11 Disabled =
GE-12 Dizabled -
GE-13 Dizabled -

Operation Modify:

1. Select Port check box :
2. Select Select mode Disabled/ Enabled, click "Modify" button to apply change.
Field Description

Ext-TPID (Hex)

The range is from 1~FFFF ( 0x1 to Oxffff )
Default is 0x8100

VLAN Stacking Port

Port:

GE-1 ~ MAX Number of Port.

VLAN Stacking

Enable/Disable VLAN Stacking (QinQ) mode. Default value is disable.
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Configuration / Fdb Static

| Create MNew |F'|:|rt GE1l o« VID I MALC

| Delete | Delete Type Al -

Previous Command Result: Mormal

| | pot | viD | MAC Address

Operation Create New:

1. Setting Port, VID and MAC Address

2. Click “Create New” to create a new data

Delete:

1. Select a delete type “All/Port/VID/Selected”

2. If delete type is “Port”, then select a port from list.

3. If delete type is “VID”, then input a VID.

5. Click “Delete” button to delete.

4. If delete type is “Selected”, then select row(s) to be deleted.

Field Description
Port Giga Port: GE-1~MAX Number of Port
VID Range: 1~4094.

Default value is 1.

MAC Address Format XX: XX: XX: XX: XX: XX
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Modify

Configuration /Aging Time

Previous Command Result: Mormal
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Aging Time(5ec) 200
Operation Modify:

1. Modify the configuration

2. Click “Modify” button to apply the change
Field

Description

Aging Time(Sec)

Range: 10~1000000,

Default is 300 seconds.

2.3.8 Spanning Tree Protocol (STP)

2.3.8.1 STP Bridge

Status:
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Configuration / STP Bridge

Modify

Refresh

Previous Command Result: Mormal

Status | config

S5TP Disabled Enabled/Disabled, default=Disabled

Protocol STP STPIRSTPMMSTPR, Default=5TF

Priority 0x8000(32768) 0~G61440 in step 4096, default=0x8000
G~40 seconds, default=20.

Bridge Max Age 20 Configure value for this system, when this switch is root
bridge.
1~10 seconds, default=2.

Bridge Hello Time 2 Configure value for this system, when this switch is root
bridge.
4~30 seconds, default=15.

Bridge Forward Delay |15 Configure value for this system, when this switch is root
bridge.

BPDU Filter Deny Deny/Flooding when STP is Disable

Region Name STP Region Mame. Default value is emtpy.

Revision Level ] MST revision level. Default value is 0.

Time since last TC ] seconds, Time since LAST topology change.

Topology Changes ] the total number of topology changes

Designate Root (hex)

8000-001122334455

Foot Priority + Root Bridge MAC

Bridge ID (hex)

8000-001122334455

Priority + Bridge MAC

Root Cost

0

the cost of the path to the root
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Config:
Configuration / STP Bridge
Modify | | Refresh

Previous Command Result: Marmal

status | Config
STP Dizabled « |Enabled/Disabled, default=Disabled
Protocol TP * [STR/RSTRMSTF, Default=5TP
Priority Che 8000032768 w |0~61440 in step 4096, default=0x3000
Bridge Max Age 0 f~40 seconds, default=20
Bridge Helle Time 2 1~10 seconds, default=2
Bridge Forward Delay 15 4~30 seconds, default=15
BPDU Filter Deny « |Deny/Flooding when STP is Disable
Region Name STP Region Mame. Default value is emtpy.
Revision Level 0 MST revision level. Defaultvalue is 0.

2 x

The Maxbhge,

[ForwardDelay - 1)

HellaTime and ForwardDelay times are constrained as follows:

»>= MaxlBige > 2 ®x (HelloTime + 1)

Operation

Modify:
1. Select “Config” page.

2. Modify the configuration.
3. Clicks “Modify” button to apply change.
Refresh:

Click “Refresh” button to get current data.

Field

Description

STP

Specify whether or not the system is to implement the spanning tree protocol.

Range: Enabled/Disabled, default=Disabled.

Protocol

RSTP (IEEE 802.1W), STP (IEEE 802.1D)
Option: STP/RSTP, Default=STP.
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Priority

Sets the spanning tree protocol priority. The lower the priority number, the more
significant the bridge becomes in protocol terms. Where two bridges have the same
priority, their MAC address is compared and the smaller MAC address is treated as the
most significant.

Range: 0~61440 in step 4096, Default is default=0x8000(32768).

Bridge

MaxAge

Sets the maximum age of received spanning tree protocol information before it is
discarded. This is used when the bridge is or is attempting to become the root bridge.

Range: 6~40 seconds, Default=20 seconds.

Bridge Hello Time

Sets the time after which the spanning tree process sends notification of topology
changes to the root bridge. This is used when the bridge is or is attempting to become
the root bridge.

Range: 1~10 seconds, Default=2 seconds.

Bridge Forward Delay

Sets the time that the bridge spends in listening or learning states when the bridge is or
is attempting to become the root bridge.

Range: 4~30 seconds, Default=15 seconds.

The maxage, hellotime and forwarddelay times are constrained as follows:

2 x (forwarddelay - 1) >= maxage

maxage >= 2 x (hellotime + 1)

For example, the default settings are:

2x(15-1)>=20

20>=2x(2+1)

BPDU Filter

Deny/Flooding when STP is Disable.
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Configuration / STP Port

Modify ||  Refresh

Previous Command Result: Mormal

Major | Minor
Port Priority Edge State STP Port Path Cost
GE-1 CxB0128) - Disabled Forwarding Enahled -
GE-2 800128 - Disabled - Forwarding Enabled
GE-3 Cedl2d - Disabled - Forwarding Enakbled
GE-4 Cedonl2s - Disabled - Forwarding Enakbled +
GE-5 | CeBO(128) - Disabled Forwarding Enabled
GE-6 300128 - Disabled - Forwarding Enabled
GE-7 Cednl2d) - Disabled - Forwarding Enabled =
GE-8 Cudol2d - Disabled - Forwarding Enakbled +
GE-8 | Ced0(123) - Disabled Forwarding Enakled -
GE-10 | (xB0(128) - Disabled - Forwarding Enabled
GE-11 | (300128 - Disabled - Forwarding Enakled
GE-12 | (ed028 - Disabled - Forwarding Enakbled +
GE-13 | (mdO(l2e) - Disakled + Forwarding Enabled -
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Minor:
Configuration / STP Port
Modify Refresh

Previous Command Result: Mormal

Designated
Port Forward Transitions
Root (hex) Cost Bridge (hex) Port (hex)
GE-1  |0000-000000000000 0 0000-000000000000 8001
GE-2  |0000-000000000000 0 0000-000000000000 8002
GE-3  |0000-000000000000 0 0000-000000000000 8003
GE-4  |0000-000000000000 0 0000-000000000000 8004
GE-5  |0000-000000000000 0 0o00-000000000000 8005
GE-6  |0000-000000000000 0 0000-000000000000 8006
GE-7¥  |0000-000000000000 0 0000-000000000000 8007
GE-8  |0000-000000000000 0 0000-000000000000 go0sg
GE-9  |0000-000000000000 0 0000-000000000000 8009
GE-10 |0000-000000000000 0 0000-000000000000 8004
GE-11  |0000-000000000000 0 0000-000000000000 8008
GE-12 |0000-000000000000 0 0000-000000000000 go0c
Operation Modify:
1. Select “Major” page
2. Select row(s) to be changed by checking up checkbox
3. Modify the configuration
4. Click “Modify” button to apply change.
Refresh:
Click “Refresh” button to get current data.
Field Description
Port Range: GE-1 ~ MAX Number of Port
Priority Range: 0~240 in step 16,

Default is default=0x80(128).

Default is default=0x80(128).
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Edge

Range: Enabled/Disabled, default=Disabled.

State

Range: Disabled/ Blocking/ Listening/ Learning/ Forwarding/ Broken
Disabled : For ports which are disabled (see dotldStpPortEnable), this object will have a

value of disabled.

Blocking: The port will go into a blocking state at the time of selection process, when a
switch receives a BPDU on a port that indicates a better path to the root switch, and if a

port is not a root port or a designated port.

Listening: After blocking state, a root port or a designated port will move to a listening
state. All other ports will remain in a blocked state. During the listening state the port
discards frames received from the attached network segment and it also discards
frames switched from another port for forwarding. At this state, the port receives BPDUs
from the network segment and directs them to the switch system module for processing.
After a forward time delay (The default forward delay time is 15 seconds.), the switch

port moves from the listening state to the learning state.

Learning: A port changes to learning state after listening state. During the learning state,
the port is listening for and processing BPDUSs. In the listening state, the port begins to
process user frames and start updating the MAC address table. But the user frames are
not forwarded to the destination. After a forward time delay (The default forward delay
time is 15 seconds), the switch port moves from the learning state to the forwarding

state.

Forwarding: A port in the forwarding state forwards frames across the attached network
segment. In a forwarding state, the port will process BPDUSs, update its MAC Address
table with frames that it receives, and forward user traffic through the port. Forwarding
State is the normal state. Data and configuration messages are passed through the

port, when it is in forwarding state.

Broken: If the bridge has detected a port that is malfunctioning it will place that port into

the broken state.

STP Port

Range: Enabled/ Disabled, Default is Enabled.

Path Cost

Range: 1 ~ 200000000, Default is 20000.

Designated Root

The parameter is the unique Bridge Identifier of the Bridge recorded as the Root in the
Configuration BPDUs transmitted by the Designated Bridge for the segment to which the
port is attached.

Format : Root bridge priority + Root Bridge MAC address

Designated Cost

The parameter is the path cost of the Designated Port of the segment connected to this

port. This value is compared to the Root Path Cost field in received BPDUs.
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Designated Bridge

The parameter is the Bridge Identifier of the bridge which this port considers to be the

Designated Bridge for this port's segment.

Format: Designated bridge priority + Designated Bridge MAC address.
[0x8000-001122334455]

Designated Port

The parameter (dotldStpPortDesignatedPort) is the Port Identifier of the port of the

Designated Bridge for this port's segment.

Format: Designated port priority + Designated Port ID. [0x8001]

Forward Transitions

Forward Transitions count.
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Configuration / MSTP Bridge

Create Mew

D M2TI Mame

Priority (8000032768 -

Delete

| Modify

| | Refresh MSTI Mame =

Add

| Remove

| WD -

Previous Command Result: Mormal

Operation

1.

2.

3.

1.

2.

2.

3.

Create New:

Fill "MSTI Name" and select "Priority" fields.

(Default MSTI Name will be set when name is not input.)
Click "Create New" button to create new data.

Max MSTI number is 10.

Delete:

Select "MSTI Name".

Click "Delete" button to the Instance.

Modify:
1.

Select "MSTI Name" from list.
Modify "MSTI Name", "VID" or select "Priority".

Click "Modify" button.

Add or Remove VID:

1.

2.

Fill start VID and end VID.

Click "Add" or "Remove" button to edit VID range.

Or input the VID range with the format in the VID cell.

Field

Description

ID

MSTI ID, value range is 1~10.

MSTI Name

MSTI Name, 1~30 characters.

Can not be empty, if empty, system will give default name.

VID Start

VLAN ID, Range 1-4094.

VID End

VLAN ID, Range 1-4094.
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VID VLAN ID, Format: 2-5,7,100-4094.
Accept number, space, dash and comma.
Priority MSTI's priority.

The lower the priority number, the more significant the bridge becomes in protocol
terms. Where two bridges have the same priority, their MAC address is compared and

the smaller MAC address is treated as the most significant.

Range: 0~61440 in step 4096, Default is default=0x8000(32768).

Designated Root

The parameter is the unique Bridge Identifier of the Bridge recorded as the Root in the
Configuration BPDUs transmitted by the Designated Bridge for the segment to which

the port is attached.

Format: MSTI's Root bridge priority + Root Bridge MAC address

Bridge ID

The parameter is the Bridge Identifier of the bridge which this port considers to be the

Designated Bridge for this port's segment.

Format: MSTI's priority + Bridge MAC address. [0x8000-001122334455]

Root Cost

The parameter is the path cost of the MSTI's Designated Port of the segment
connected to this port. This value is compared to the Root Path Cost field in received

BPDUs.

Root Port

The parameter is the MSTI's Port Identifier of the port of the Designated Bridge for this
port's segment.

[0x8001]
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Configuration / MSTP Port

Modify

MSTI Name -

Previous Command Result: Mormal

Port |Priority|Path Cost|Role|State Designated
Root (hex) [Cost|  Bridge (hex)  |Port (hex)
Operation Modify:
1. Select a row item to selected
2. Set or select the following fields.
3. Click "Modify" button.
Field Description
Port Range: GE-1 ~ MAX Number of Port
Priority Range: 0~240 in step 16, Default is default=0x80(128).
Path Cost Range: 1 ~ 200000000, Default is 20000.
Role Range: Disabled/ Root/ Designated/ Alternate/ Backup/ Master/ Unknown.
Range: Disabled/ Blocking/ Listening/ Learning/ Forwarding/ Broken
Disabled: For ports which are disabled (see dotldStpPortEnable), this object will have
a value of disabled.
Blocking: The port will go into a blocking state at the time of selection process, when a
switch receives a BPDU on a port that indicates a better path to the root switch, and if
a port is not a root port or a designated port.
Listening: After blocking state, a root port or a designated port will move to a listening
State

state. All other ports will remain in a blocked state. During the listening state the port
discards frames received from the attached network segment and it also discards
frames switched from another port for forwarding. At this state, the port receives
BPDUs from the network segment and directs them to the switch system module for
processing. After a forward time delay (The default forward delay time is 15 seconds.),

the switch port moves from the listening state to the learning state.

Learning: A port changes to learning state after listening state. During the learning

state, the port is listening for and processing BPDUSs. In the listening state, the port
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begins to process user frames and start updating the MAC address table. But the user
frames are not forwarded to the destination. After a forward time delay (The default
forward delay time is 15 seconds), the switch port moves from the learning state to the

forwarding state.

Forwarding: A port in the forwarding state forwards frames across the attached
network segment. In a forwarding state, the port will process BPDUs, update its MAC
Address table with frames that it receives, and forward user traffic through the port.
Forwarding State is the normal state. Data and configuration messages are passed

through the port, when it is in forwarding state.

Broken: If the bridge has detected a port that is malfunctioning it will place that port into

the broken state.

Designated Root

The parameter is the unique Bridge Identifier of the Bridge recorded as the Root in the
Configuration BPDUs transmitted by the Designated Bridge for the segment to which

the port is attached.

Format : Root bridge priority + Root Bridge MAC address

Designated Cost

The parameter is the path cost of the Designated Port of the segment connected to this

port. This value is compared to the Root Path Cost field in received BPDUSs.

Designated Bridge

The parameter is the Bridge Identifier of the bridge which this port considers to be the
Designated Bridge for this port's segment.

Format: Designated bridge priority + Designated Bridge MAC address.
[0x8000-001122334455]

Designated Port

The parameter (dotldStpPortDesignatedPort) is the Port Identifier of the port of the

Designated Bridge for this port's segment.

Format: Designated port priority + Designated Port ID. [0x8001]
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2.3.9 Policer

2.3.9.1 Policer Ingress Color

Configuration / Policer Ingress Color
Modify
Previous Command Result: Mormal
Color Aware Mode: Color Blind -
CoS Number Color
Cos0 (reem -
CoS 1 (reen -
Co52 {yreEn -
Co33 CrEEn -
CoS 4 (Jreen -
CoSh (Jreen -
CoS6h (e -
CosS7T (reem -
Operation Modify:
1. Select “Color Blind” or “Color Aware”
2. Modify the configuration
3. Click “Modify” button to apply change
Field Description
Color Aware Mode Color Blind/ Color Aware. Default is Color Blind.
CoS 0 Green/Yellow/Red, default is green
CoS1 Green/Yellow/Red, default is green
CoS 2 Green/Yellow/Red, default is green
CoS 3 Green/Yellow/Red, default is green
CoS 4 Green/Yellow/Red, default is green
CoS 5 Green/Yellow/Red, default is green
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CoS 6

Green/Yellow/Red, default is green

CoS7

Green/Yellow/Red, default is green
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2.3.9.2 Policer Color Marking

Configuration / Policer Color Marking

Modify

Previous Command Result: Mormal
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Type Number
CoS Green Cos 7
CoS Yellow Cos 35
CoS Red Cos 3
DSCP Green DSCP 56
DSCP Yellow DSCP 40
DSCF Red DSCP 24
Operation Modify:

1. Modify the configuration

2. Click “Modify” button to apply change

Field

Description

Color Aware Mode

Color Blind/ Color Aware. Default is Color Blind.

CoS Green Range: 0~7, Default is 7
CoS Yellow Range: 0~7, Default is 5
CoS Red Range: 0~7, Default is 3
DSCP Green Range: 0~63, Default is 56
DSCP Yellow Range: 0~63, Default is 40
DSCP Red Range: 0~63, Default is 24
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Configuration / Ingress Policer

Modify

Previous Command Result: Mormal

. PIR PBS CIR CBS
Port Mode Exceed Action (Kbps) (Bytes) (Kbps) (Bytes)
GE-1 Dizabled - Drop - 1000000 {10000 S00000 10000
GE-2 Dizabled - Drep - 1oocn f 1oceD S00000 100
GE-3 Dizabled - Drep - 1000000 {10000 500000 10000
GE-4 | Disabled - Drop - 1000000 {10000 S00000 10000
GE-5 Dizabled - Drep - 1000000 {10000 S00000 10000
GE-6 Dizabled - Drep - 1000000 {10000 500000 10000
GE-T Disabled - Direp - 10000 10000 S00000) 10000
GE-8 Dizabled - Drep - 1000000 {10000 S00000 10000
GE-9 Dizabled - Dirop - 1000000 {10000 S00000) 10000
GE-10 | Disakled - Direp - 10000 10000 S00000) 10000
GE-11 | Disakled - Dircp - 1000000 {10000 S00000 10000
GE-12 | Disabled - Dirop - 1000000 {10000 S00000 10000
GE-13 | Disabled - Direp - 10000 10000 S00000) 10000

Operation Modify:

1. Modify the configuration

2. Click “Modify” button to apply change

Field Description
Port Bridge port number. GE-1 ~ MAX Number of Port.
Mode Ingress Policer Mode Enabled/Disabled, default is Disabled.

Exceed Action

Value range is Drop/CoS Mark/DSCP Mark, default is Drop.

PIR (Kbps)

Value range is 1~1000000 Kbps, default is 1000000 Kbps.

PBS (Bytes)

Value range is 1~65535 Bytes, default is 10000 Bytes.

CIR (Kbps)

Value range is 1~1000000 Kbps, default is 500000 Kbps.

CBS (Bytes)

Value range is 1~65535 Kbps, default is 10000 Kbps.
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2.3.10 ACL

2.3.10.1 Profile

Configuration / ACL Profile

| Create New |Name

| Modify

Delete

Previous Command Result: Mormal
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Index |Name
1 default
Operation Create New:

1. Fill ACL Profile Name, the max length is 31.

2. Click “Create New” button to Create New ACL profile.

Modify:

1. Select checkbox of profile to be changed.
2. Modify the “Name” of profile

3. Click “Modify” button to apply change
Delete:

1. Select one row for delete

2. Click “Delete” button to delete data

Field Description

Index ACL Profile Index, range is 1 ~ MAX SIZE of profile,
Profile 1 is a default profile, can not be modified

Name ACL Profile Name, the max length 31 characters.
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Configuration / ACL Entry

Create New Delete

Previous Command Result: Normal

Profile Index 1 - MName |default

Entry .
Index Type Data Modify
- - |Profile Index 1 is default, Mo entry data. M,
Create New

Configuration / ACL Entry - Create

Profile Index: Hame:

Entrylndex: Type: MAC -

VLAN 1D

Source MAC

Source MAC Mask

Destination MAC

Destination MAC Mask

Ether Type(Hex) Ot

Action Dieny -

Apply l I Cancel
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Operation Create New:
1. Click “Create New” button to open page of Create New entry.
2. Fill ACL Entry Index field and select Type.
3. Fillfields and then click “Apply” to create or click “Cancel” to cancel.
Modify:
1. Modify field data.
2. Click “Modify” button to open modification page.
3. Fill Entry Index field and select Type.
4. Fill fields and then click “Apply” to modify or click “Cancel” to cancel.
Delete:
1. Select one row.
2. Click “Delete” button to delete data.
Field Description
Profile Index Range: 1~20
Entry Index Range: 1~32
Type MAC/IPV4/LAPORT/TOS
Type = MAC
VLAN ID ACL Profile VLAN ID, value range is 1~4094.
Source MAC ACL Profile Source MAC format XX:XX:XX:XX:XX:XX, each field value range 0~FF

Source MAC Mask

ACL Profile Source MAC Mask format XX:XX:XX:XX:XX:XX, each field value range
0~FF

Destination MAC

ACL Profile Destination MAC format XX:XX:XX:XX:XX:XX, each field value range 0~FF

Destination MAC Mask

ACL Profile Destination MAC Mask format XX:XX:XX:XX:XX:XX, each field value range
0~FF

Ether Type (Hex)

Value range 0,05DD~FFFF,format XXXX

Action Value range Deny/Permit/Queue Mapping/CoS Marking/Copy Frame.
Type = IPV4
Source IP Format XXX:XXX:XXX:XXX, each field value range 0~255.

Source IP Mask

Format XXX:XXX:XXX:XXX, each field value range 0~255.

Destination IP

Format XXX: XXX:XXX: XXX, each field value range 0~255.
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Destination IP Mask

Format XXX: XXX:XXX:XXX, each field value range 0~255.

Protocol

Value range 0~255.

Action

Value range Deny/Permit/Queue Mapping/CoS Marking/Copy Frame.

Type = L4PORT

Protocol

Value range TCP/UDP.

Source IP

Format XXX:XXX:XXX:XXX, each field value range 0~255.

Source IP Mask

Format XXX:XXX:XXX:XXX, each field value range 0~255.

Port

Source IP Port, value range 0~65535.

Destination IP

Format XXX: XXX:XXX: XXX, each field value range 0~255.

Destination IP Mask

Format XXX:XXX:XXX:XXX, each field value range 0~255.

Port Source IP Port, value range 0~65535.

Action Value range Deny/Permit/Queue Mapping/CoS Marking/Copy Frame.
Type = ToS

Source IP Format XXX. XXX.XXX. XXX, each field value range 0~255.

Source IP Mask

Format XXX. XXX XXX. XXX, each field value range 0~255.

Destination IP

Format XXX. XXX XXX. XXX, each field value range 0~255.

Destination IP Mask

Format XXX. XXX XXX. XXX, each field value range 0~255.

ToS Type Value range Precedence/ToS/DSCP/Any,0~7 in Precedence,0~15 in ToS,0~63 in
DSCP.
Action Value range Deny/Permit/Queue Mapping/CoS Marking/Copy Frame.
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2.3.10.3 Binding

Configuration / ACL Binding

Previous Command Result: Mormal
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Port | Profile Index |DSTAUILACLY by diny
Rule
GE-1 1 - | Fermit - Modify
GE-2 1 ~ | Fermit - Modify
GE-3 1 - | Permnit i Modify
GE4 |1 = | Feroit - Maodify
GE-5 1 - | Fermit - Modify
GE-G 1 ~ | Fermit - Modify
GE-7 1 - | Permnit i Modify
GE-8 1 - | Perzait - Maodify
GE-9 1 - | Fermit - Modify
GE-10 |1 ~ | Fermit - Modify
GE-1 1 - | Permnit i Modify
Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
Port Giga Port, GE-1 ~ MAX Number of Port.
Profile Index ACL Profile Index, range is 1 ~ MAX SIZE of profile, default is 1.

Default ACL Rule

ACL Default Rule, could be Permit/Deny, default is Permit.

54




2.3.10.4 Mirror Analyzer Port

Configuration / Mirror Analyzer Port

Modify

Previous Command Result: Mormal
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Analyzer Mode Dizahled -
Analyzer Port GE-1 -
Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description

Analyzer Mode

Enabled/Disabled, default is Disabled.

Analyzer Port

Giga Port GE-1 ~ MAX Number of Port, default is GE-1.
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2.3.11 Shaper

2.3.11.1 Port Shaper
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Configuration / Port Shaper
Previous Command Result: Normal

Port | Mode {Eﬁ::} Modify

GE-1 | Disabled = | 1000000 Modify

GE-2 | Disabled ~ | 1000000 Modify

GE-3 | Dizahled - | 1000000 Modify

GE-4 | Disahled ~ | 1000000 Modify

GE-5 | Disabled = | 1000000 Modify

GE-6 | Disabled ~ | 1000000 Modify

GE-7 | Dizahled - | 1000000 Modify

GE-8 | Disabled ~ | 1000000 Modify

GE-9 | Disabled = | 1000000 Modify

GE-10 | Dizabled | 1000000 Modify

GE-11 | Dizabled ~ | 1000000 Modify
Operation Modify:

1. Modify the configuration.
2. Click “Modify” button to apply change.

Field Description
Port Bridge port, range is 1 ~ MAX Number of Port.
Mode Enabled/Disabled, default is Disabled.

Rate (Kbps)

Rate range is 1~1000000 Kbps, default is 1000000 Kbps.
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Configuration / Queue Shaper

Previous Command Result: Mormal

ID | Mode Q“{‘E';?;"’B' Q”{;'ﬁe‘;’q Modify
GE-1 | Disabled » [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 | Mdify |
GE-2 | Disabled ~ [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 | Mdify |
GE-3 | Disabled » [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 || Medify |
GE-4 | Disablsd ~ [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 | Medify |
GE-5 | Disabled » [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 | Mdify |
GE-6 | Disabled ~ [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 | Mdify |
GE-7 | Disablsd ~ [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 | Medify |
GE-8 | Disablsd ~ [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 | Medify |
GE-0 | Disabled » [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 | Mdify |
GE-10| Disablsd + [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 || Medify |
GE-1| Disabled 1000000 1000000 1000000 1000000 [ 1000000 1000000 1000000 1000000 || Modify |
GE-12| Disabled + [1000000 1000000 1000000 1000000 1000000 1000000 1000000 1000000 [ Modify |
GE-13| Disablsd » [1000000 1000000 1000000 1000000 [1000000 1000000 1000000 1000000 || Medify |
Operation Modify:

1. Modify the configuration.

2. Click “Modify” button to apply change.
Field Description
ID Bridge port, range is 1 ~ MAX Number of Port.
Mode Option: Enabled/Disabled, default is Disabled.

Queue 0~3 (Rate)

Queue 0~3, rate range is 1~1000000 Kbps, default is 27000000 Kbps.

Queue 4~7 (Rate)

Queue 4~7, rate range is 1~1000000 Kbps, default is 27000000 Kbps.
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2.3.12 Queue & Scheduler
2.3.12.1 CoS & Queue Mapping
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Configuration / Co3 & Queue Mapping
Modify
Previous Command Result: Mormal
CoS Number Queue Number

Co50 Cuene ) -

Cos1 Cuenel -

Co5 2 Cheed -

CoS3 Quene 3 -

CoS4 Cuened -

CoSh Cugue s -

CoS6h Chene s -

CosS7 Qg 7 -
Operation Modify:

1. Modify the configuration.
2. Click “Modify” button to apply change.

Field Description
CoSO0 Queue 0~7, default is Queue 0.
CoS1 Queue 0~7, default is Queue 1.
CoS 2 Queue 0~7, default is Queue 2.
CoS 3 Queue 0~7, default is Queue 3.
CoS 4 Queue 0~7, default is Queue 4.
CoS5 Queue 0~7, default is Queue 5.
CoS 6 Queue 0~7, default is Queue 6.
CoS7 Queue 0~7, default is Queue 7.
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2.3.12.2 Scheduler Profile

Configuration / Scheduler Profile

Previous Command Result: Mormal
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Index| Mode “‘:,‘j:i‘;:f “';ﬁ:f;;? Modify
1 |[5F 1 | 1 1 1 1 A
2 | iF - | 1 | | 1 1 Medify
2 | &P - 1 1 1 1 1 1 Medify
4 |sp o« 111 1 1| Modify
5 [~ L1 1 1| Modify
6 | &P - 1 1 1 1 1 1 Modify
i I T 1 1| Modify
g |sp - 111 o1 1| Modify
Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
Index Value range is 1~8.
Mode Option: SP/SPWRR/MWRR, default is SP.

Queue 0~3 weight

Queue 0~3 Weight, range is 1~255, default is 1.

Queue 4~7 weight

Queue 4~7 Weight, range is 1~255, default is 1.
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2.3.12.3 Binding

Configuration / Scheduler Binding
Previous Command Result: Normal

Port Profile Index | Modify

GE-1 1 - || Modify

GE2 |1 - || Modify |

GE2 |1 v |[ Modify

GE-4 1 - || Modify

GE5 |1 - |[ Modity |

GE-6 |1 v |[ Modity

GE7 |1 - || Modify |

GE2 |1 v |[ Modify

GE-9 1 v || Modify

GE-10 |1 - |[ Modity |

GE-11 |1 v |[ Modity

GE-12 | - || Modify

GE-13 1 ~ || Medify
Operation Modify:

1. Modify the configuration.
2. Click “Modify” button to apply change.

Field Description
Port Giga Port GE-1 ~ MAX Number of Port.
Profile Index Range is 1~8, default is 1.
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2.3.13 Storm Control

2.3.13.1 Unknown Unicast Control
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Configuration / Unknown Unicast Control
Previous Command Result: Mormal
Port Mode Modify
GE-1 | Forward - Modify
GE-2 | Forward - Modify
GE-3 | Forward - Modify
GE-4 | Forward - Modify
GE-5 | Forward - Modify
GE-6 | Forward - Modify
GE-7 | Forward - Modify
GE-8 | Forward - Modify
GE-9 | Forward - Modify
GE-10 | Forward - Modify
Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
Port Giga Port GE-1 ~ MAX Number of Port.
Mode Forward -> Forward unknown unicast packet (default)
Block -> Block unknown unicast packet
Rate limit -> Control rate.
Rate range is 1~1000000 Kbps, default is 17000000 Kbps.
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Configuration / Unknown Multicast Control
Previous Command Result: Normal
Port Mode Modify
GE-1 | Forward - Modify
GE-2 | Forward - Modify
GE-3 | Forward - Modify
GE-4 | Forward - Modify
GE-5 | Forward - Modify
GE-6 | Forward - Modify
GE-7 | Forward - Modify
GE-8 | Forward - Modify
GE-9 | Forward - Modify
GE-10 | Forward - Modify
Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
Port Giga Port GE-1 ~ MAX Number of Port.
Mode Forward -> Forward unknown unicast packet (default)

Block -> Block unknown unicast packet

Rate limit -> Control rate.

Rate range is 1~1000000 Kbps, default is 1000000 Kbps.
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2.3.13.3 Broadcast Control
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Configuration / Broadcast Control
Previous Command Result: Mormal
Port Mode Modify
GE-1 | Forvward - Modify
GE-2 | Forward - Modify
GE-3 | Forward - Maodify
GE-4 | Forward - Modify
GE-5 | Forward - Modify
GE-6 | Forward - Modify
GE-7 | Forward - Madify
GE-8 | Forward - Modify
GE-9 | Forward - Modify
GE-10 | Forward - Modify
Operation Modify:
1. Modify the configuration.
2. Click “Modify” button to apply change.
Field Description
Port Giga Port GE-1 ~ MAX Number of Port.
Mode Forward -> Forward broadcast packet (default)

Block -> Block broadcast packet

Rate limit -> Control rate.

Rate range is 1~1000000 Kbps, default is 1000000 Kbps.
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2.3.13.4 Unknown Unicast by VLAN

Configuration / Unknown Unicast by VLAN
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MWodify Mode Forward -
Previous Command Result: Mormal
Block VLAN 1D
Operation Modify:
1. Fill VLAN ID
2. Change Mode
3. Click “Modify” button to apply change
Field Description
VLAN ID Value range is 1~4094.
Mode Forward -> Forward unicast packet (default).
Block -> Block unicast packet.
Block VLAN ID All blocked VLAN ID
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2.3.13.5 Unknown Multicast by VLAN

Configuration / Unknown Multicast by VLAN

Modify

Mode Forward -

Previous Command Result: Mormal
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Block VLAN ID
Operation Modify:
1. FillVLANID
2. Change Mode
3. Click “Modify” button to apply change
Field Description
VLAN ID Value range is 1~4094.
Mode Forward -> Forward unknown multicast packet (default).
Block -> Block unknown multicast packet.
Block VLAN ID All blocked VLAN ID
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2.3.13.6 Broadcast by VLAN

Configuration / Broadcast by VLAN

Madify VLAN 1D

Mode Forward -

Previous Command Result: Mormal
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Block VLAN 1D
Operation Modify:
1. Fill VLANID
2. Change Mode
3. Click “Modify” button to apply change
Field Description
VLAN ID Value range is 1~4094.
Mode Forward -> Forward broadcast packet (default).
Block -> Block broadcast packet.
Block VLAN ID All blocked VLAN ID

66




2.3.14 IGMP

2.3.14.1 ACL Profile

Configuration / IGMP ACL Profile

Create New | |

Modify | | Delete

Previous Command Result: Mormal

1 Index

Default Rule

Permit

ISON.

INDUSTRIAL SOLUTION OVER NETWORK

Operation

Create New:
1. Click "Create New" button to create a default profile.
2. Click "Modify" button to modify existing profile.

Modify (allow multiple selection):

1. Check up Profile Index and select Default Rule for profile.
2. Click "Modify" button to modify IGMP ACL Profile.
Delete:

Click Delete button to delete profile. (also allow multiple delete)

If profile is in use, delete action will be failed.

Field

Description

Profile Index

IGMP ACL Profile Index: 1~15,

but profile 1 is default existing and read-only.

Default Rule

IGMP ACL Default rule: Permit/Deny.

Default is permit.
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2.3.14.2 ACL Entry

Configuration / IGMP ACL Entry

Create Mew Delete

Previous Command Result: Mormal

Profile Index 1 -

Entry | oy an Start/End IP S
Index Rule

- - Profile Index 1 is default, Mo entry data. A

Operation Create:

1. Click "Create New" button to open new page for create.

2. Fill Entry Index, SVLAN, Start IP, End IP and select Permission Rule.

3. Click "Apply" button to create IGMP ACL entry or click "Cancel" to cancel create.
Delete:

Check up target entry, click Delete button to delete them. (also allow multiple delete)
Refresh:

1. Select Profile index.

2. Click "Refresh” button to refresh current IGMP ACL profile entry(s).

Field Description

IGMP ACL profile index.

Profile Index
Index range is 2~15.
IGMP ACL entry index.
Entry Index
Range is 1~32.
SVLAN IGMP ACL VLAN: VLAN to be Permitted/Denied, 0 is any VLAN.
IGMP ACL Start IP address.
Start IP ~ End IP Range: 224.0.1.0 - 239.255.255.255

Start IP address <= End IP address

IGMP ACL entry parameter.
Permission Rule
Default is Permit.
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2.3.14.3 ACL Binding

Configuration / IGMP ACL Binding
Modify
Previous Command Result: Normal
Port Profile Index Lo
Channel
GE-1 1 - (512
GE-2 1 - | 512
GE-3 1 - [512
GE-4 1 - | 512
GE-5 1 v [512
GE-G 1 - (512
GE-7 | - | 512
GE-3 1 * [512
GE-9 1 - [512
GE-10 |1 - | 512
GE-11 1 - [512
GE-12 1 - [512
GE-13 1 v [512
Operation Modify:
1. Check up the rows to be modified, select ACL Profile and set Max channel.
2. Click "Modify" button to change IGMP ACL Binding.
Field Description
Port GE Port: 1 ~ MAX Number of Port.
IGMP ACL profile index: 1~15.
Profile Index

Defaultis 1.

Max channel

Port Max channel.
Range is 1~512.
Default is 512.
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2.3.14.4 MVR Profile
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Configuration / IGMP MVR Profile

Create Mew | | Delete

Previous Command Result: Mormal

[ Index
1

Operation Create:
1. Click "Create New" button to create a new profile.
Modify:
1. Check up Profile Index.
2. Click the Profile Index hyper link to open page for profile entry modification.
[ or click "Delete" delete Profile, allow multiple delete. If profile is in use, delete action
will be failed.]

Field Description

Profile Index Profile 1 is default existing and read-only,

IGMP MVR Profile 2~15 allow to create.
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2.3.14.5 MVR Entry
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Configuration / IGMP MVR Entry

Create Mew

Delete

Previous Command Result: Mormal

Profile Indexx 1 -

Entry | v an
Index

Start/End IP

- - Profile Index 1 is default, Mo entry data.

Operation

Create New:

1. Click "Create New" button to open new page for create.

2. Fill Entry Index, SVLAN, Start IP, End IP.

3. Click "Apply" button to create IGMP MVR entry or click "Cancel" to cancel create.
Delete:

Check up target entry, click Delete button to delete them. (also allow multiple delete)
Refresh:

1. Change the Profile Index to refresh the data.

Field

Description

Profile Index

IGMP MVR profile index.

Index range is 2~15.

Entry Index

IGMP MVR entry index.

Range is 1~32.

SVLAN

IGMP MVR VLAN: VLAN to be Permitted/Denied, O is any VLAN..

Start IP ~ End IP

IGMP MVR Start IP address.
Range: 224.0.1.0 - 239.255.255.255

Start IP address <= End IP address

71




2.3.14.6 MVR Binding

ISON.

INDUSTRIAL SOLUTION OVER NETWORK

Configuration / IGMP MVR Binding
Modify
Previous Command REesult: Mormal
Port Profile Index
GE-1 1 -
GE-2 1 -
GE-3 1 -
GE-4 1 -
GE-5 1 -
GE-6 1 -
GE-7 1 -
GE-8 1 -
GE-9 1 -
GE-10 1 -
GE-1 1 -
GE-12 1 -
GE-13 1 -
GE-14 1 -
Operation Modify:

2. Click "Modify" button to change IGMP MVR Binding.

1. Check up the rows to be modified, select MVR Profile.

Field

Description

Port

GE Port: 1 ~ MAX Number of Port

Profile Index

IGMP MVR profile index.
Value range is 1~15.

Defaultis 1.
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2.3.14.7 VLAN Interface
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Configuration / IGMP / VLAN Interface

=@

Related: Group Member Status Group Membership Source Fdb Static Group Membership

| Refresh ‘ | Create | | Delete | ‘ Modify
Previous Command Result: Normal
Query - o Last Last :
0| W0 g erten | tade | Loavo ot Sebizerl el esposowambortp| “emer Memberiter] g Qerier Souce
(sec) [lnet u * |Interval{sec)| Count [
Create
Configuration / IGMP / VLAN Interface-Create
Apply | | Cancel
IGMP Version [Gh P2 -
VID 1 (1~4094)
IGMP Mode Menrnal Snooping -
IGMP Leave Mode Moraal Leave -
Robustness 2 -
Query Interval(sec) 125 (1~1800)
Max Response Time(0.1 sec) 10 (1~255)
Last Member Query interval({0.1 sec)| ! (1~255)
Last Member Query Count 2 -
Router Port GE-1 -
Querier Source IP Address o .0 .0 .0

The Query Interval and Max EResponse Time are constrained as follows:
Query Interval > Max Response Time
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Modify
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Configuration / IGMP / VLAN Interface-Modify

Apply | | Cancel
IGMP Version IGME2 -
VID 1
IGMP Mode Meowrnal Encoping
IGMP Leave Mode Mormal Leave
Robustness 2
Query Interval(sec) 125 (1~1800)
Max Response Time{0.1 sec) 1y (1-255)
Last Member Query interval{0.1 sec)|! (1~255)
Last Member Query Count 2
Router Port GE1
Querier Source IP Address 0 0.0 .0

The Query Interval and Max Response Time are constrained as follows:

Query Interval > Max Response Time

Operation Refresh:

Create:

Delete:

Modify:

Refresh to get current data.

1. Into Create web page.

2. Setting data

Delete current selected row data.

1. Into Modify web page.

2. Setting data

Click “Apply” to setting data or click “Cancel” to cancel setting data.

3. Click “Apply” to setting data or click “Cancel” to cancel setting data.

Field Description
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NO Entry Index, max 64.

VID VLAN ID (1~4094)

Version IGMP Version: IGMPv2 or IGMPV3.

Run Version Current running IGMP version.

Mode IGMP Access Mode: Normal Snooping (default) or Proxy.
Leave Mode IGMP Leave Mode: Normal Leave (default) or Fast Leave.
Robustness IGMP VLAN robustness variable. (1~3)

Robustness Run Value

Display QRV value or configured value:

To support QRV and QQIC in IGMPv3 mode. Industrial Ethernet Switch support 2
parameters to represent the running Robustness Variable and running Query Interval.
These 2 parameters is support for each IGMP VLAN interface. When IGMPv3 proxy
mode, these 2 value will apply the value which get from IGMPv3 Query packet. In other

mode, the value is applied the configured value.

Query Interval (sec)

IGMP VLAN query interval.(unit: sec)
Default: 125 seconds

Limitation: Query Interval>Max Response Time

Query Interval Run Value

(sec)

Display QQIC value or configured value:

To support QRV and QQIC in IGMPv3 mode. Industrial Ethernet Switch support 2
parameters to represent the running Robustness Variable and running Query Interval.
These 2 parameters is support for each IGMP VLAN interface. When IGMPVv3 proxy
mode, these 2 value will apply the value which get from IGMPv3 Query packet. In other

mode, the value is applied the configured value

Max Response Time

IGMP VLAN max response time.
Default: 10.0 seconds. (Display in second, configure it with 0.1 second)
The Query Interval and Max Response Time are constrained as follows: Query Interval

> Max Response Time

Group Membership Time

IGMP Group Membership Time (Unit: sec) Read-only

Last Member Query

Interval

IGMP VLAN last member query interval. (Display in second, configure it with 0.1

second) Default: 0.1 second

Last Member Query

Count

IGMP VLAN last member query count, range 1~3. Default: 2
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Router Port IGMP VLAN interface:
Bridge port:GE-1 ~ Port MAX Number.

Default value is 1

V2 Present Time(sec) Read-only, it can be tuned by (last RunQuerylinterval *10*robustness + maxRespTime)
Querier Source IP Querier Source IP Address. Default: 0.0.0.0
Address

2.3.14.8 Static Group Membership

Configuration / Static Group Membership

| Create Mew |IF'Address ) ) ) VID Membership GE1 -

| Delete | Delete Type Al -

Previous Command Result: Mormal

| | ID | IPAddress | VID | Membership
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Operation Create New:

1. FillIP Address, VID and select Membership.

2. Click “Create New” button to create new data.
Delete:

1. Select Delete Type "Alll Membership/ VID/ Selected"
2. If delete type is “Port”, then select a port

3. If delete type is "VID", then fill a VID

4. If delete type is "Selected", then select one row

5. Click “Delete” button to delete data.

Field Description

ID Entry Index, value range is 1~128.

IP Address Group Membership IP Address, range is 224.0.0.0~239.255.255.255

VID VLAN ID, range is 1 ~ 4094.

Membership Giga Port, GE-1 ~ MAX Number of Port.

2.3.15 IA.Ring/Chain

I.A Ring & Chain Configuration

s 9999

IS-RG528
- >»— 4 IS-RG520
S-DG514 g~ .
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\/
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Member Terminal 1
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